Defend against cyber attacks
like a relentless, intelligent machine
Symantec Endpoint Protection + Blue Coat Secure Web Gateway
Faster detection. Faster containment. Faster response.

Cyber criminals are working around the clock
and around the globe looking for ways to:

Steal
information

Disrupt
business

Extort
money

Maliciously interfere
with daily life

430,000,000

new pieces of malware were released in 2015

That’s more than
1,000,000 per day.
In 2016, there will be
EVEN MORE.

Every network-connected endpoint is a launch pad for a cyber attack.

You told us your challenges...
Fewer point products from diﬀerent vendors
that aren’t designed to work together

Stop attacks discovered via the
Secure Web Gateway from
spreading to endpoint devices

Accurately detect known
and zero-day threats
to block them ASAP

Quick learning of the
newest threats

…Symantec and Blue Coat listened
Defending against threats is impossible without
coordinated advanced network and endpoint security

INTRODUCING

Symantec Endpoint
Protection

+

Protects against advanced
threats with powerful, layered
protection backed by industry
leading security intelligence.

Blue Coat Secure
Web Gateway
Authenticates, decrypts, and
orchestrates inspection of web
content for compliance and
advanced threat protection.

Shares threat intelligence from network to endpoint,
to provide the full spectrum of coverage for superior threat protection.

HOW IT WORKS
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ALERT RECEIVED
SEP Manager checks with
endpoints to identify
which are infected

THREAT DISCOVERED
Potential threat identiﬁed via
Secure Web Gateway and
Content Analysis and sent to
SEP Manager to verify

3

REMEDIATION
Blacklist communicated to
ProxySG/Content Analysis,
SEP Manager, and
Global Intelligence Network

Symantec Endpoint Protection is a perfect complement
to Blue Coat Secure Web Gateway
Greater protection at the
perimeter against unknown
and zero-day threats

Shared global intelligence to correlate
threats across the network, endpoint, and cloud

Better detection and remediation
from the endpoint to the network
and through the cloud

Comprehensive policy enforcement,
including blacklisting attacks, decrypting
and feeding security controls, and tightening
the overall security posture of the enterprise

Solution At-A-Glance

Next generation,
multi-layer
endpoint protection

Faster detection,
faster containment,
faster response at scale,
all in a single agent

Enabled by artiﬁcial
intelligence and
machine learning

Easy
remediation

Powered by the largest
and most diverse Global
Intelligence Network1

Symantec Endpoint Protection + Blue Coat Secure Web Gateway work better
together to protect against attacks across devices and geographies.
Ready to learn more about preventing breaches, loss of information, theft, and damage to your reputation?

Get me started »

1. Symantec Press Release, Oct. 26, 2016: “Symantec Announces Integration of Blue Coat Threat Intelligence into its Global
Intelligence Network, Creating Industry’s Largest and Most Diverse Set of Threat Data”
https://www.symantec.com/about/newsroom/press-releases/2016/symantec_1026_02
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